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Abstract
The development of quantum technologies has been labelled the next revolution in
human scientific and industrial endeavour. Because quantum technologies have
potential military, defence, intelligence and law enforcement applications, there has
been a great deal written about quantum as a dual-use technology; however, most of
the research on quantum technologies is performed in higher education
environments that lack robust security cultures. This theoretical paper generates a
basic overview of the impact that quantum technologies are having, and could have,
on how technologies are secured in university and higher education settings
(“research security”). This paper then analyses the implications of quantum
technology from the perspective of research security, arguing that a new paradigm is
needed that moves beyond the dual-use binary. Specific applications of quantum
technology are used as examples of challenges to the definitions and explanations of
dual-use, and several alternatives are proposed and summarised.
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1 Introduction
Technology is a key enabler of political, military, and economic power [1], and as such is
being pursued by both established hegemons such as the United States and China as well as
the so-called middle powers like India, Japan, Brazil and Australia. To protect their foreign
policy, national security and economic interests in technology, these (and other) nation-
States have been employing a wide variety of legal and policy responses to discourage
illicit or malign use or diversion of critical tech. This has spurred debate about the notion
of technologies carrying both military and civilian end-uses, and their definition as so-
called “dual-use technologies” [2–5].

One of the most predominant emerging technologies to have assigned the dual-use
moniker has been quantum technology: those technologies arising from the second quan-
tum revolution and involving the manipulation of individual quanta to achieve mathemat-
ical, measurement, cryptographic, sensing or computational power that has not previously
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been observed in human advancement [6]. Unlike the technologies of the first quantum
revolution – which commenced with splitting the atom and resulted in nuclear power,
lasers, and semiconductors (all of which remain dual-use technologies) [7] – new quantum
technologies are not strictly new capabilities in or of themselves but have a fundamentally
disruptive capacity that transform existing capabilities; see, for example, [2, 4, 5].

Most quantum research worldwide is conducted in higher education environments [8]
(though there are some domains where the private sector has outpaced both scale of in-
vestment and number of researchers involved [9]). These institutions usually do not cul-
turally prioritise or embed strong security practices. That is a significant problem, given
that countries are more likely to use illicit and quasi-licit strategies like espionage and
intellectual property theft to advance their research and economic competitiveness, espe-
cially in relation to dual-use technologies [10, 11]. In response, most nation-States have
domestically enacted measures to protect academic research from national security threat
(“research security”), but as an academic discipline, much remains unsaid about what re-
search security is or how it is best pursued. With potential applications for quantum tech-
nology in military, defence, and security contexts [6], quantum is a domain ripe for the
exploration of research security paradigms.

This paper uses quantum technology as a case study to argue that dual-use as a termi-
nology lacks utility in protecting academic research. I propose, and defend, a move be-
yond that term, especially in the context of research security. Given that every sub-field
of quantum technology has a potential intelligence, security or defence utility, discussing
regulatory policy is impossible using the dual-use technology lens. Theoretically, taxo-
nomic lists which rely on distinguishable criteria (defining what is or is not “dual-use”)
should enable participating nation-States to execute a flawless, contiguous and unbroken
regulatory framework around such technologies. In practice this is not the case. Quantum
technology as a case study thus exposes long-standing structural problems with the def-
inition of “dual-use technology”. Consequently, I argue that research security responses
that prioritise dual-use technology – whether in respect of quantum or elsewhere – lack
nuance, efficacy and efficiency.

It is not intended that this paper present a fully developed and robust replacement, but
instead to show the benefits of some proposals which move beyond dual-use as a policy
framework. To that end, three proposals are presented here in the alternative, to assist
in moving debates beyond the dual-use dichotomy, and how research security practices
might apply to an amended framework. It is also not intended that this paper form a holis-
tic assessment of the current state of quantum technology research and possible outcomes.
That has been done elsewhere; see, for example [6, 12, 13].

This paper comprises six sections. Section 2 introduces necessary terms used through-
out the paper, before Sect. 3 introduces four core technological groupings in which quan-
tum advancements are challenging dual-use technology classifications. Section 4 builds on
Sect. 3, identifying the implications of quantum technology for research security and how
dual-use technology remains an unhelpful term for assessing technological research and
development in quantum. In Sect. 5, some potential alternatives to dual-use technology
are presented from the literature, including some areas for potential future research that
could yield benefits for research security practitioners as well as academics in quantum
research settings. Section 6 concludes.
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2 Definitions
Quantum technology is a large and ever-expanding field, but for the purposes of this paper
it is defined as follows [6]:

Quantum technology (QT) is an emerging field of physics and engineering based on
quantum-mechanical properties – especially quantum entanglement, quantum
superposition and quantum tunnelling – applied to individual quantum systems, and
their utilisation for practical applications.

QT is about application; it is an umbrella term for a variety of technologies in different
stages of development, though its boundaries are mostly vague and sometimes arbitrary.
QT can also be an enabler of other forms of technology, where it does not specifically cre-
ate new types of functions or capabilities but expands and improves existing capabilities by
orders of magnitude (one can readily see this from the appendage of the prefix “quantum”
to a wide array of existing technologies; see, for example [6, 10, 13–15]). It is important
to note that most QT is still at a fundamental stage of research and development, with
a substantial portion of public reporting adding to hype and sensationalism which has
overplayed some capabilities and overshadowed others [12]. That said, if even some of the
theorised capabilities are realised, they could potentially be disruptive to existing means,
methods and mechanisms of warfare, intelligence, peacekeeping and law enforcement.

Dual-use technology refers to fields of research and development with potential to
generate knowledge or technology that has the potential to be exploited to purposely
cause harm and threaten public health or national security, although the research
itself is conducted for beneficial purposes [16].

The very definition of dual-use technology remains highly contested and includes realms
of research and development linked to military or defence capability, illicit proliferation
of arms or nuclear weapons, the development or design of Weapons of Mass Destruc-
tion (WMD), or the interference with internationally recognised human rights [2–5, 17].
Equally, acceptance of and adherence to dual-use definitions varies substantially depend-
ing on the source of the definition’s production, whether it be multilateral arms con-
trol agreements (Wassenaar Arrangement, Missile Technology Control Regime (MTCR),
Australia Group, etc.), international legal instruments (i.e., UN General Resolution 1540
(2004), Arms Trade Treaty, Biological Weapons Convention) or domestic or municipal
arms control laws (US International Trafficking in Arms Regulation (ITAR), EU Regula-
tion 428/2009) [2, 17, 18].

At the same time, dual-use is a definition with a problem, being the ever-diminishing
gap between military and civilian end-uses posed by an enabling technology like QT [19].
There have been attempts to narrow down the application of dual-use so that it does not
capture every conceivable application in each field, but these are equally imperfect. For ex-
ample, dual-use research of concern (DURC) has emerged in relation to the life, biological
and medical sciences to describe a subsection of research involving conferring microbes
and pathogens with characteristics (such as enhanced transmission or increased viral re-
production) which do not occur normally and could pose risks relating to the proliferation
of biological weapons [20]. However, DURC suffers from a similar lack of consensus over
meaning [14], as well as a body of researchers who fundamentally disagree on both the
threshold at which DURC should apply, and the regulatory controls that should be im-
posed on research which finds itself classified as such [21–23].
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Research security refers to a set of actions taken by governments or other public or
funding bodies, usually in collaboration with academia and research institutes, to
safeguard against the risk of undesired technology transfers, interference in or misuse
of research, and threats to research integrity [18].

The definition of research security is like dual-use, highly contested, and its relative level
of acceptance to any given field of research depends entirely on its originating source.
The European Commission references technology transfer and malign influence on re-
search but also touches on acts which suppress or infringe rights conferred by other EU
treaties (which are absent from other jurisdictions) [24]. The US and Canadian definitions,
promulgated by the National Science Foundation [25] and Public Safety Canada [17] re-
spectively, are more unilateral and reflect nation-State concerns around the protection of
not just national security, but also economic competitiveness and foreign policy. In the
QT space, the high watermark in research security appears to be the establishment of
specific law enforcement entities to protect QT investment, such as the FBI’s Quantum
Information Science Counterintelligence Protection Team (QISCPT) [26] or Australia’s
Technology Foreign Interference Taskforce (TFIT) [27].

Problematically, research security also faces challenges imposed by their cleavage to
nation-State narratives. For example, the Netherlands government is currently court-
ing controversy by proposing a background screening regime that would apply to every
foreign-born researcher working on sensitive technologies (including QT) [28]. In France,
the “Protecting the Nation’s Scientific and Technical Potential” (PPST) policy has been a
strong feature of French law since 2012 but is even now needing to be updated to meet
the obligations imposed by the European Commission [29].

3 Current quantum technologies; or, why dual-use doesn’t work
The fundamental prospects (and hazards) of QT arise because they involve manipulation
of the most basic level of subatomic construction, such as quantum and qubits [12]. The
established properties of quantum mechanics observable in real-world particles and their
various interactions have given rise to a host of new concepts in QT [13, 30, 31]:

• State: refers to any “possible state that a quantum mechanical system may exist, which
contains all the information of the system” (such as energy, spin or polarization) at a
point in time [31].

• Superposition: describes that a quantum system exists in any state as a superposition
of different eigenstates, until the quantum system is measured (popular culture has
seized upon the thought experiment used to explain superposition of Schrodinger’s
Cat, the ill-fated feline sealed in a box with a poison flask who is both alive and dead
until the box is opened [32]).

• Entanglement: the establishment of a connection between two or more particles in a
quantum system, such that manipulation of the state of one will affect all the others in
the connection, irrespective of the distance or barriers between them.

• Collapse: As a corollary of the above two concepts, observing either a
superpositioned quantum system or an entangled pair will fundamentally alter its
quantum state (i.e., the system or pair’s energy, spin or polarization) and can
potentially result in the collapse of the system or pair [13].

These fundamental concepts of QT can present unique ways of observing, storing, com-
municating, transmitting or receiving, and processing information. Thus, it exposes the
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first challenge to dual-use technology regulation – that of barriers to entry. When dual-use
technology was first conceptualised, it was in the domain of countering nuclear weapons
proliferation and applied usually to uranium enrichment and reprocessing [14]. These
technologies could only be useably deployed by highly qualified individuals with signif-
icant financial backing, required highly protected ‘precursor’ materials (i.e., both nuclear
fuel in the form of uranium or plutonium as well as shaped explosives to commence the
nuclear reaction), and needed advanced computing power to calculate highly complex
equations. Of course, technological innovation often involves ‘trickle down’ effects where
the novel and world-changing eventually becomes run-of-the-mill [14] – but this does
not mean that today nuclear weapons can be manufactured in backyard laboratories. QT
does not specifically engage with barriers to entry; quantum states exist everywhere, so
any nation-State with a sufficiently resourced physics laboratory can undertake QT re-
search and development. One need only examine the scope and scale of investment in
quantum research around the globe to be convinced of its ubiquitousness [8, 33].

The second limitation of dual-use in respect to QT flows from analysis of export con-
trols, i.e., those laws that were enacted to prevent proliferation of nuclear weapons post-
World War II [14, 34]. Though export controls clearly limited that weapon development
to a handful of nation-States (and a counterproliferation effort, especially in relation to
Iran, continues today [35]), export controls did nothing to limit countries that already
had nuclear weapons technology. In effect, export controls protected the monopoly of
nuclear-enabled States, keeping those technologies to themselves and out of the hands
of geostrategic competitors [34]. In other words, the notion of what is a given dual-use
technology could just as easily be described as ‘whatever technology the State that owns it
wants to call dual-use’. Diffusion of QT around the globe has eroded any notion of a strate-
gic monopoly by a handful of nation-States that might use the term “dual-use” to protect
competitive advantage [8, 33].

Like many other forms of technological-based research, QT invokes issues of research
security. This is because the requirement to protect research that has dimensions of na-
tional security and competitiveness (especially in a higher education setting, which lacks
a robust security culture) comes into tension with the international academic commu-
nity’s standards of open publication, freedoms of speech and expression, and collaboration
without borders [18, 36–40]. The emergence of new applications for (and indeed highly
theoretical conjecture around) technologies like QT can also outstrip the efforts of regu-
lators to subject them to legal constraint, forcing regulators to make limited attempts at
challenging malicious behaviour [3, 41–44].

Individual forms of QT also challenge the dichotomous nature of dual-use, not just
because of QT’s clear national security implications, but also for other reasons deeply
connected with the legal and policy motivations behind technology regulation. As an en-
abling technology that is increasingly democratized, for every conceivable benign use of
QT, there is a malign use that could be exploited by nation-States or non-State groups
to cause harm, damage property, and threaten the lives or safety of the broader pub-
lic [12, 33]. As Johnson [45] makes irresistibly clear: “[e]ach application of quantum tech-
nologies has dual-use characteristics, contemplating both socially beneficial and nefarious
uses grounded in the same technological platform”. QT may be “inherently neutral in de-
sign but acquire distinct characteristics based on their application. . . the same technolo-
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gies that drive economic and social progress can also enable conflict, destabilization, and
human rights violations” [3].

Also, because much of the forecasted utility of QT remains hypothetical or experimen-
tal, it is nearly impossible to determine whether a national security use-case for any given
capability is based on hyperbole versus verifiable science. Existing export controls that ap-
ply to QT limit technologies based on suggested characteristics or metrics that are either
arbitrary, ill-suited, or otherwise capture capabilities which existing technologies do not
have (and which are by all accounts “impossible” at our currently technology level [46]).
That said, the aggression with which nation-States are pursuing military or intelligence
applications of QT [6, 12, 13] suggest that these States do not foresee any shortcomings
in the utility of that technology. A State that perfects a given QT offering a military or in-
telligence advantage is unlikely to squander that opportunity simply because of pragmatic
concerns around deploying it; the State will merely get on with the job of getting that
technology in the field as fast as possible. Indeed, the Russian invasion of the Ukraine –
featuring near-daily unconceivable instances of militarisation of off-the-shelf technologies
– stands as testament to the inventiveness of armed forces given an incentive to overcome
the technological supremacy of an opponent [47].

3.1 Quantum communication and cryptography
The principles of quantum entanglement and collapsing quantum states led to a branch
of QT aligned with improving or enhancing the security of communications; and con-
versely, with the interception and decryption of such communications. Indeed, scholars
have begun warning about the imminence of “Q-Day” – being the day on which quantum
computing is capable of breaking RSA-2048, the most widely used cryptographic cypher
[6] – with some suggesting that Q-Day could be upon us in as little as two years [48]. At the
same time, QT offers the possibility that encryption could be ‘uncrackable’, or at least ‘per-
fected’, because any attempts to observe or interfere with information stored in a quantum
state results in its collapse and reveals the intrusion attempt [12].

Unsurprisingly, the application of QT to cryptography has substantial national security
implications, when everything from State secrets to banking information could become
compromised [6, 12]. Governments have already begun to test, verify and implement
‘post-quantum cryptography’, algorithms suggested to be resistant to quantum comput-
ing [49, 50]. Suggestions that Q-Day could be sooner than anticipated fuelled speculation
that global governments would ‘harvest now and decrypt later’ when Q-Day arrives [50],
whilst protecting their own secrets in traditional storage means (i.e., paper files, air-gapped
servers) to prevent quantum decryption [51].

Further, because quantum entanglement seemingly disregards both distance and barri-
ers, QT has the potential revolutionize communications technologies (including for mil-
itary and intelligence purposes). China has successfully tested quantum exchanges from
Beijing using a satellite network to communicate with Shanghai, Vienna and Stellenbosch
(South Africa) [10, 52]. Although current QT involves communication of quantum states
using photons in fibre-optic cables, future mechanisms for quantum communication are
unlikely to rely on cables to transmit quantum states. QT also permits communication
with objects underwater (at great depth and largely undetectably) and in environments
degraded by electromagnetic phenomena, a significant benefit for numerous military ca-
pabilities [6, 12, 13].
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Dual-use technology breaks down as a useful dichotomy for quantum communication
and cryptography because cryptography will always be a feature of regulated trade be-
tween nation-States: whether this is because of the ubiquitousness of information tech-
nology, the need to protect national security information whilst degrading the capability
of others to do the same, or the need to protect the wealth of personal and sensitive data
that modern society transfers across digital networks [2]. Further, the power in describ-
ing dual-use technologies arguably comes from the ability to distinguish between (and
therefore proscribe) which technologies should be subject to more intrusive oversight and
scrutiny. After all, research and development into technologies which are not dual-use are
usually subject to much lower (if any) regulatory standards [2, 14, 16, 18]. Because QT
enables both anticipatory responses (i.e., harvesting information ahead of Q-Day/moving
information to offline storage methods) as well as reactive responses (i.e., post-quantum
cryptography), it will inherently always be a dual-use technology and labelling it as such
produces no tangible benefits.

3.2 Quantum computing and simulation
The development of semiconductors led to the computing revolution of the late twentieth
and early twenty-first century, where computing operations wholly depended on the state
of ‘bits’, i.e., a binary representation of either 0 or 1. However, because of quantum super-
positioning, a quantum state can exist in every possible state simultaneously, leading to
both an exponential increase in standard computing power [6] as well as the contempla-
tion of types or classes of calculations currently impossible by even the most modern com-
puters [12]. As an example, Shor’s algorithm is widely used as a test of quantum computing
power because it would take 100 ordinary computers around 10,000 years to solve a simi-
lar mathematical problem [53] and is suggested to demonstrate when the technology has
reached ‘quantum supremacy’, i.e., solving a problem infeasible for a normal computer [6].

Quantum computing displays potential to reform and enhance every aspect of comput-
ing in society, including in military, security and intelligence fields [6, 12, 45]. As Krelina
observes, quantum computing could allow for “computational advantages for processing
complex intelligence data. . . [and] enhance sensor fusion, target identification and deci-
sion making at speeds and scales not currently achievable with classical systems” [13].
Equally, Johnson [45] states that quantum computing could threaten computer and com-
munications security, accelerated forms of surveillance, or even tools of censorship or re-
pression in the name of “national security”.

However, quantum computers suffer from substantial challenges in deployability not
presently relevant to their ordinary counterparts – qubits ‘decohere’ (i.e., lose their in-
formation state) faster [10], whilst quantum computers themselves usually require mas-
sive cooling apparatus or complex support infrastructure like lasers or magnetometers
[13], and can be thrown off by environmental interferences like vibrations or tempera-
ture [54]. Error accumulation, a phenomenon easily corrected in ordinary computers, also
becomes significantly more complex to avoid collapsing quantum states [10]. Further, the
actual integration of quantum computers into a militarily relevant platform is yet to be
realised.

This has led to developments in quantum computing such as hybridised computing
structures, where classical or ordinary semiconductor computers are employed in con-
junction or tandem with quantum computers [15]. Essentially a ‘best-of-both-worlds’ so-
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lution, a quantum computer would thus perform tasks amenable to high power and repeti-
tive iteration, whilst the classical computer would ameliorate issues such as error detection
and decoherence of qubits. However, doubling the computing capability does not just dou-
ble the infrastructure and resource cost – it increases it by orders of magnitude [50, 54].
There are also suggestions that because ordinary and quantum computers operate on such
fundamentally different operating premises (i.e., bits vs qubits), that there will be a gulf
formed between the two systems of calculations which one computer simply cannot com-
municate to the other [12, 50].

Where then does the notion of dual-use technology apply in the realm of quantum com-
puting and simulation? Many of the same criticisms for applying dual-use technology in
quantum communication will apply here, so rather than repeating them it is more useful
to consider potential outcomes of the use of QT in computing and simulation domains. For
example, the use of a quantum computer to calculate missile flight paths or troop or sub-
marine deployments [13] is very clearly of greater national security implication than one
simulating weather patterns for flood or fire risk, or optimizing financial models for invest-
ments in the stock market [54]. Nonetheless, countries (including the EU) have rushed to
prohibit or regulate the export of quantum computers that notionally would be capable of
achieving calculation or processing speeds which are currently impossible to realise and
may never actually be achievable in reality [46].

Yet again, we can see how the idea of regulating or scrutinizing dual-use technology
falls apart in the domain of QT. Firstly, having the kind of fidelity to know the precise
outcomes for which any given quantum computing system is being deployed is beyond
the surveillance capabilities of most governments [55], and demanding transparency of
research could potentially trigger intellectual property and commercial confidence con-
cerns [56]. Secondly, there are use cases for QT in simulation where the differentiation
between benign and malign use is razor thin – one State’s use of quantum to predict
molecular structures for antibiotics or drugs is another State’s way to develop chemical
or biological weapons [6, 12, 32].

3.3 Quantum sensing and metrology
QT also has applications in the fields of sensing and metrology, where the measurement of
physical characteristics such as electromagnetic radiation or magnetic anomalies – radio
transmissions, and hidden or stealth targets (such as fighters or submarines) – is military
useful [13]. One such example is the quantum radar, which is suggested to use entangled
photons to annul stealth technologies whilst also avoiding electromagnetic jammers [6].
However, both empirical and theoretical technical assessments suggest that quantum
radar will remain the domain of science fiction for the foreseeable future [57]. QT is also
suggested to render some existing technologies in this domain obsolete. Quantum clocks
will eventually replace digital variants, enabling greater precision in military and intelli-
gence operations, whilst quantum navigation is suggested to eventually replace reliance on
the Global Positioning System, which requires both satellite networks and an uncontested
electromagnetic environment to function [10, 12].

There are also more sceptical views of the national security implications arising from
deployment of QT which are yet to be fully explored. As one such example, surveillance
technologies supplemented by QT are more likely to be capable of decrypting and inter-
preting current events protected by standard forms of encryption, increasing the change
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of a phenomenon known as ‘turnkey tyranny’ (involving a potential future where an auto-
cratic or despotic ruler maliciously uses the surveillance environment established, for all
good intents and purposes, by a previously elected democratic institution: see [55]).

From that perspective, there are several aspects of quantum sensing and metrology that
will challenge the paradigm of dual-use technology. Given that QT in sensing and metrol-
ogy has already entered the market – atomic clocks have been around for at least half a cen-
tury, and the 1964 Mariner IV mission to Mars carried a quantum sensor [33] – this branch
of QT is widely predicted to have the most immediate impacts on national security [58].
However, it does so at a time when most nation-States lack domestic regulatory frame-
works for QT [8], and an international treaty or binding agreement through consensus
appears incredibly unlikely [41, 59]. Further, the precise nature of national security impli-
cations which might otherwise trigger a dual-use technology classification may be absent
from current deployments. The impending Q-Day for cryptography [48, 51] and “quantum
supremacy” for quantum computing [6] demonstrate similar challenges for dual-use as a
concept in QT; effectively, crystallisation or realisation of the threat to national security
occasioned by the dual-use technology comes too late to be of any protective utility.

3.4 Quantum materials and metamaterials
The final category of QT which poses national security challenges – whilst also challenging
the dichotomous nature of dual-use technologies – can be seen in recent advances in ma-
terials processing and metamaterials development. QT offers the ability to confer unique
properties to standard materials, or to create entirely bespoke materials with no natural
analogues [60]. This research has led to suggestions that traditional materials could be
given incredible capabilities such as invisibility to traditional detection methods or ultra-
high tolerance [6], integrated information storage [61], through to the development of
largely unspecified ‘exotic weapons’ [62].

QT has the potential to comprehensively shift our understanding of how matter is (and
might be) ordered and composed – and for more than just national security reasons –
because all materials must be explained by quantum mechanics. For example, the US De-
fense Advanced Research Projects Agency commenced the Electronics Resurgence Initia-
tive in 2021, aimed to use quantum materials to displace US reliance on Chinese rare earths
and critical minerals in the technology sector [62]. Materials science may move from
the predominantly silicon-based (i.e., semiconductors) industry of the past fifty years, to
one where carbon nano-materials take prominence [63]. The national security implica-
tions of QT in this domain are not difficult to identify – in fact one of the earliest inci-
dents of university-based espionage involved the alleged theft by Chinese doctoral student
Ruopeng Liu of metamaterials research from the laboratory of Professor David Smith at
Duke University in 2009 [64].

The challenge to dual-use technology definitions in relation to quantum materials be-
comes even more complicated because the very definitional frame of ‘what’ a technology
is or does in relation to quantum materials begins to break down completely. Quantum
metamaterials have suggested capabilities far beyond ordinary materials, such as invisibil-
ity from traditional sensing [60] or harvesting energy from surrounding quanta [63]. Is a
piece of fabric that can detect hidden soldiers on the battlefield [65] a sensing technology, a
military garment, both or neither? What about a paperweight that can detect the miniscule
perturbations in the Earth’s magnetic field produced by ballistic missile submarines [65]?
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Blending of existing technologies – such as ‘cyberbiosecurity’ to describe converging lines
of research in cybersecurity, biological and life sciences [66], or the slightly preposterous-
sounding ‘bio-nano-cyborg’ [67] – may also soon seen the appendage of ‘quantum’ to their
name, making the parameters of what the technology does even more nebulous and diffi-
cult to define with precision [6, 12, 13, 50].

Given the above considerations, I argue that we have reached a technological plateau
where the appellation of “dual-use” to QT is in fact pointless – where even a toaster can
have a dual-use potential [68, 69] – such that in order to fulsomely protect emerging tech-
nologies like QT whilst sustaining innovation, a new viewpoint is needed.

4 Quantum implications in research security; or, why dual-use still doesn’t
work

The precise parameters by which QT will disrupt research security is not yet fully known;
however, it is reasonable to assume that QT will occupy the same space as other forms
of disruptive technologies with national security dimensions such as DURC [14, 20], ar-
tificial intelligence [39] and hypersonics [40]. Current literature around research security
suggests that the dual-use paradigm remains a common touchstone for both institutional-
and national-level governance frameworks [18, 39, 70–72], even though the challenges to
the dual-use paradigm are well documented [2, 50, 73, 74]. The following sections will
again demonstrate the lack of utility of the dual-use technology paradigm for QT, this
time from the perspective of research security measures as functions of export control,
economic competitiveness and foreign policy.

4.1 Quantum, research security and export controls
In the space of managing national security risks to higher education research, export
controls (usually constituted by governmental screening of proposed exports of military-
related technologies and equipment) have long played a significant role [1, 34, 71, 75]. Al-
though there have been developments in domestic laws designed to exempt ‘fundamental’
research from usually draconian arms proliferation prohibitions, even the precise param-
eters of what research ought to be considered fundamental remains contested [39, 76].
Loopholes in even most carefully crafted of research security regimes also exist, such as
the 50% corporate ownership threshold for the US Bureau of Industry and Security which
is currently being circumvented and subverted by Chinese tech companies [77]. Further,
export controls are increasingly being mobilised to protect economic interests and incen-
tivise domestic producers, often to the detriment of foreign competitors and research par-
ticipants (this overlap will also be dealt with in the next section); see, for example [78, 79].

Export control regimes routinely incorporate dual-use technology as a relevant metric
for the application or capture by laws designed to limit arms proliferation. For example,
the EU [2, 72, 80–82], US [39, 80], Canada [17, 81, 83], Australia [18, 76], New Zealand
[84, 85], and Japan [75, 85, 86] all use different definitions of dual-use and do not specif-
ically meet with agreement on any one particular element (save for general proscription
of military use and/or breaches of international law such as war crimes, arms prolifera-
tion or terrorism). The implication for a lack of consensus for dual-use technology means
that different jurisdictions will have different regulatory thresholds, reporting obligations,
compliance/permit processes, and enforcement priorities, that is domestically protective
but globally patchy. The sole exemplar here is the US ITAR, which for decades has been
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derided for being strongly enforced by US Customs and Commerce agents even in for-
eign sovereignties where US law does not apply (but the re-export provisions of the ITAR
notionally ground sufficient US ‘subject matter jurisdiction’ for prosecution); see, for ex-
ample [87–89].

Another problem facing the dichotomy of dual-use technology is the rise of certain
externalities which impact the higher education environment, unfairly preferencing the
role of government in regulating academic research [90]. Such externalities are broadly
suggested to include the emergence of ‘grey-zone’ or ‘influence’ operations falling below
thresholds for international action [66], the enrolment of military technologies in coun-
terintelligence and law enforcement [26, 27, 33], and the mobilisation of higher education
to take roles in domestic security initiatives [39, 91, 92]. The result is a system of reg-
ulation where it is ‘increasingly difficult to disentangle the relative contributions made
by researchers undertaking basic studies in traditional universities from those made by
researchers working in projects specifically organized or funded by military or defense
sources. . . [which] can often obscure rather than clarify which particular uses of science
and technology are potentially problematic or objectionable’ [90].

4.2 Quantum, research security and economic competitiveness
As has already been covered above, export controls have been increasingly militarised
to protect domestic manufacturing and economic competitiveness for nation-States that
possess a specific technological or research advantage. For example, the US CHIPS and
Science Act of 2022 not only banned sales of semiconductor chips to entities in China
(and their proxies), but it also incentivized domestic semiconductor manufacture through
direct funding and tax relief in a way that had not been seen in five decades [78]. The
Act also prioritised the position of research security as a tool of geopolitical competition,
firmly fixing it to the notion that the US (and not China) should remain a pre-eminent
technological global leader [79].

Export controls are not the only tool of research security which has been invoked in the
name of economic security. Rules and prohibitions on foreign direct investment (FDI) con-
tinues to preoccupy discourse around university and higher education research, in large
part because FDI restrictions have implications for research funding through the award
of strategic grants, international and transnational funding bodies, and philanthropy from
private sector actors [93–96]. Several divestment and blocking orders have been issued to
UK universities seeking to commercialised technologies with a national security dimen-
sion [93], whilst increased tech spending by China is causing an uptick in FDI scrutiny and
enforcement in the US [94] and EU [96]. The lack of synchronicity between FDI scrutiny
and export control lists identified in the literature [5, 93, 97–99] also means that newly
emerging dual-use technologies might be considered controlled by one regime but ex-
empted by another. FDI systems also share little common regulatory DNA – the US [98],
Australia [93] and Canada [99] all use centralised legal structures for FDI regulation, whilst
the EU is forced by its nature to adopt a decentralised system [81, 98]. On top of that, no
nation-State in the world (save perhaps for China [94, 96, 100]) can possibly match the FDI
regulatory system of the US given the system’s broad ‘reliance on the broader economic
and political power that the US wields’ [98].
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4.3 Quantum, research security and foreign policy
The final area in which the dual-use technology paradigm fails to yield tangible benefits
for research security in relation to QT is in foreign policy. A fulsome academic explo-
ration of what is meant by ‘foreign policy’ is beyond the scope of this paper; instead, it
will be sufficient to observe this section deals with the leftover rump of research secu-
rity controls being marshalled to protect emerging technologies (such as QT) outside of
either export controls or economic competitiveness. This section will cover three such
examples: the creation and enforcement of ‘banned’ or ‘sanctioned’ entity lists with whom
trade is restricted or prohibited (falling outside the usual parameters of export control),
funding restrictions on international collaboration efforts (such as ‘foreign malign talent
recruitment programs’), and increased visibility of international research arrangements.

Numerous nation-States deploy ‘banned’ or ‘sanctioned’ entity lists including the US,
Canada, Japan, Australia and the EU [17, 18, 22, 25, 36, 72]; however, the most widely
recognised and of greatest import in both research security and QT discourse is the US
Entity List circulated as Supplement No. 4 to 15 CFR §744 [101]. The Entity List provides
a comprehensive database of parties that are prohibited from receiving numerous U.S.-
origin technologies because of engagement in activities contrary to US national security
or foreign policy interests; perhaps unsurprisingly given such a focus, Chinese entities fea-
ture heavily [101]. However, dual-use features neither in the US Entity List nor in similar
global analogues; instead, the foreign entity is itself ‘sanctioned’ and unable to participate
in trade with the relevant sanctioning nation-State [17, 18, 72]. In effect, the regulatory
focus is on the proposed recipient of any technology, rather than the national security im-
plications of the technology sought to be provided to them. In this way, ‘banned’ or ‘sanc-
tioned’ entity lists represent a significant departure from existing export control regimes
and structures, and assist in demonstrating the utility of moving beyond the dichotomy of
dual-use technologies (especially in relation to QT).

The second area of implication for research security and QT is ‘foreign malign talent
recruitment programs’ and is another area where the US sets a strident regulatory posi-
tion. These types of programs – typified by the Thousand Talents Program and the 111
Project [100] – involve forms of payment, compensation, honours or awards for academic
researchers willing to provide details of their research to, or conduct their research in col-
laboration with, a foreign country. They often incorporate elements requiring deception
of the domestic nation-State as to the true nature of the agreement and can also facilitate
potential acts of fraud perpetrated on domestic funding body/ies [100]. In the US for ex-
ample, the NSF ‘Proposal and Awards Policies and Procedures Guide (PAPPG)’ reflects
the CHIPS and Science Act of 2022 in requiring projects receiving US funding to annually
declare they are not participating in a foreign malign talent recruitment program [25].
Failures to properly disclose or obfuscate such reporting obligations has led to at least
one American scholar being criminally convicted [102]. Again, concepts of dual-use tech-
nology (and specifically QT) do not feature in the research security obligations arising
under such funding programs. This has led to some scholars hypothesising that funding
agencies could leverage a stronger compliance result from higher education researchers by
tying national security obligations to receipt of public grant funding, rather than nebulous
definition of dual-use [18, 39, 73, 103].

The final research security control in this domain increased visibility of international
research arrangements. Australia [18] and the UK [104, 105] have pioneered legislative
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development in this particular space, creating publicly-searchable registers of collabora-
tive agreements with foreign entities in the name of countering foreign interference (in-
cluding interference in university research agendas). However, these lists have also been
bedevilled with problems; the UK register overlapped significantly with other forms of
national security control such as the National Security and Investment Act and the Aca-
demic Technology Approval Scheme [105], whilst Australia’s regime was the subject of a
scathing Parliamentary review in 2024 which concluded the scheme was confusing, poorly
designed, under-enforced and not meeting its statutory objectives [18]. Again, dual-use
technologies matter little to controls where the focus is on the nature of the arrangements
between individual entities or the entities themselves.

5 Moving beyond dual-use as a metric
This paper has argued that a common understanding of the dual-use technology concept
is irrelevant, because the very notion of dual-use technology – especially with respect to its
origin as a control of nuclear weapons proliferation – is well and truly beyond its “sell-by
date”. Put another way, the proliferation of alternative definitions of dual-use technologies
globally (and explored here through the lens of QT) suggest the problem is not one of uni-
fication of standards and ‘the same reasoning may be applied to justify the uselessness of to
a homogeneous and global implementation of dual-use export controls. Inevitably, differ-
ent interpretations, investigation and enforcement structures, borderline cases, end-user
concerns, and levels of information or intelligence among states lead to different export
control decisions’ [2]. Similarly, even making minor or aesthetical changes to dual-use reg-
ulation can undermine the entire policy or principle behind the proscription of that form
of technology [106].

That raises the question of what regime or framework might be elucidated or explored
by scholars (and thence applied by practitioners) to more adequately discuss, describe
and protect the trajectory of emerging and critical technologies like QT, and especially
in higher education settings [8] and for research security purposes [18]. The focus here
remains on higher education, because security controls in the private sector – such as
non-disclosure agreements, intellectual property, commercial-in-confidence, internal se-
curity programs and the like – are both better received and more easily justifiable than in
universities, where research is conducted “for the public good” and where publication is an
expectation [107, 108]. Absent an international consensus or legally binding international
instrument [41, 59], there are several alternatives worth exploration.

5.1 What are the other alternatives?

Proposal 1 Dual-use technology should be replaced with a multi-variate measure of risk.

Export controls which particularise or rely upon dual-use technologies have been widely
criticised by academics and practitioners [73, 80–82, 98, 109], opening the door for po-
tential alternatives that might replace dual-use as an export control criterion. Some schol-
ars have suggested more specific multi-variate domains of research would benefit, such
as identifying technologies that have an easily articulable political, security, intelligence,
and military (PSIM) end-use [90]. However, the exact parameters of PSIM requires more
specifics about how those fields, i.e., ‘political’, ‘security’, etc. are themselves defined, as
current definitional frames linking dual-use technology to either investment or research
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Table 1 How Technology Shapes Information Constraints on Cooperation [111]

to a vaguely articulated ‘defence sector’ are already of no use. Put another way, toasters are
still a potential PSIM technology [68, 69].

Others have suggested that dual-use controls should be applied to the outcomes of re-
search (and the potential implications of those outcomes for national security) rather than
nebulous components of a framework referring to ‘things’, ‘items’ or ‘goods’ [2, 73, 81, 82].
Forge for example suggests that ‘knowledge’ contributes differentially to ‘research out-
comes’ such as technologies and artifacts, such that a technology is dual-use ‘if there is a
(sufficiently high) risk that it can be used to design or produce a weapon, or if there is a
(sufficiently great) threat that it can be used in an improvised weapon, where in neither
case is weapons development the intended or primary purpose’ [110]. However, that defi-
nition is problematic because it requires connection of the technology to a ‘weapon’, which
does not adequately reflect emerging nation-State concerns surrounding factors relevant
to human security (i.e., EU dual-use applying to human rights violations, and US dual-use
incorporating war crimes and terrorism) [2].

Vaynman and Volpe [111] describe how dual-use technologies constrain cooperation
between States as geopolitical competitors. Their framework (Table 1) examines all possi-
ble technologies (i.e., those capable of operating as either a weapon or weapon system)
to identify two dual-use dimensions: “the ease of distinguishing military from civilian
uses” and the “degree of integration within military enterprises and the civilian economy”.
Technologies where military and civilian uses are indistinguishable will require greater
resources to monitor for potential unethical uses or misuse of the technology; whilst on
the other hand, highly integrated technologies will result in sharper costs to the owning
State that discloses its existence or capabilities [111]. This framework demonstrates a sub-
stantial improvement over dual-use, especially in QT. Rather than merely recognising QT
is “dual-use”, this framework offers specific responses to how a given QT moves through
each of the quadrants in Table 1.
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For example, let us consider quantum computing. Given that the distinguishability of
malign and benign use cases for this form of technology is very low (i.e., a quantum com-
puter could act in both capacities interchangeably), regulatory controls need to focus on
keeping the integration of that QT into military componentry low. Table 1 suggests a
stricter monitoring and oversight framework rather than one of direct intervention, and
that disclosure of information around the technology – such as via publication or aca-
demic collaboration – is less likely to cause security risks (and so can occur more or less
without restriction or interference).

Proposal 2 Dual-use controls should be replaced with a risk response spectrum.

Given that the significance of criticisms for dual-use technology as a criterion for con-
sidering the application of potential other forms of legal regulation, there is an emerging
suggestion in the literature that dual-use should be a criterion of risk response and not
a classification of ‘things’, ‘items’ or ‘goods’ [68]. One example of that strategy has been
the development by Massachusetts Institute of Technology (MIT) of a Dual-Use Readi-
ness LevelTM under the ambit of their Mission Innovation X portfolio [112]. Rather than
produce one Technical Readiness Level (TRLs, which largely measures the maturity of the
technology to be presented to market: [6, 12]), MIT’s framework examines four additional
elements on top of TRLs to generate a more cohesive risk picture: commercial funding
readiness, mission funding readiness, commercial customer readiness, and mission cus-
tomer readiness [112]. Holistically, MIT’s model presents a more cogent and granular view
of the wide array of risks posed by dual-use technology than is presently considered. How-
ever, the MIT framework is largely in its infancy and empirical studies of its applicability
to more adequately protecting emerging or disruptive technologies are non-existent.

In a different vein, Mahfoud et al. [90] suggest that self-regulation by universities and
higher education institutions is a possible alternative, but note that ‘their capacity to actu-
ally shape, let alone terminate, lines of research that raise fundamental ethical and social
issues has not been demonstrated’. But that may no longer be the case. Germany has em-
barked on a historic effort to change various lines of their foreign policy in response to the
‘turning point’ of Russia’s invasion of the Ukraine (Zeitenwende; see, for example [113]).
An emerging theme of research from that pivot about the role of “committees for ethics in
security-relevant research” (Kommissionen für Ethik sicherheitsrelevanter Forschung; “Se-
curity Committees”) suggests that academics are capable of self-regulatory efforts where
national security implications are raised [114, 115]. The specific definitions for Germany’s
Security Committees are instructive (even though the foundational document still refers
to dual-use: [114]). ‘Security-relevant research’ includes all ‘scientific work that has the
potential to produce knowledge, products or technologies that can be misused by third
parties to harm human dignity, life, health, freedom, property, the environment or peace-
ful coexistence’ [114], blending both traditional constructions of national security with
emerging human security principles from across the EU. Research may then be escalated
to being ‘of concern’ to either the institution or broader society if it meets the character-
istics of having a ‘misuse [that] can be immediate’, and/or where ‘the potential damage is
significant’ [114].

By taking a stronger role in research ethics, institution “scrutiny committees” can not
only contribute to education and security-minded culture-building but also allows the em-
bedding of civil society and the reflections of popular norms in the conduct of academic
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research [116]. It also allows academics to communicate with academics about research
security risks (i.e., between members of a scrutiny committee and a research team) with
a shared language that both understand. Members of intelligence agencies or the govern-
ment may even be appointed to such scrutiny committees, either on a standing or an ad
hoc basis. This gives government an access point to assist them in the formulation of re-
search security policy. What is yet to be fulsomely demonstrated is the empirical utility
of scrutiny committees: though Security Committees are already embedded into the re-
search precautions of Germany [115], no studies have yet been done about the broader
applicability of such committees in other jurisdictions to address research security risks.

Proposal 3 There should be a greater role for international standards bodies.

Dual-use technologies already challenge existing frameworks of law and regulation, but
this is particularly evident at the international and transnational level and at the inter-
section of export controls, non-proliferation, and the countering of WMDs. Almost all
(if not all) emerging, critical or disruptive technologies has a civilian utility that can be
repurposed for military, security, intelligence or law enforcement functions. Current le-
gal frameworks (especially consensus-based frameworks) cannot fully account for rapid
emergence, evolution and dissemination of such technologies.

In many ways, regulation of QT – as an enabling technology – bears hallmarks like de-
bates around generative artificial intelligence (AI), large language models and machine
learning algorithms [106]. Such technologies are themselves also dual-use and also en-
abling (in that they permit existing technologies to be enhanced or uplifted at scales and
speeds previously impossible). Like QT, crystallisation of harms may not arrive until well
after the technology has been released, and even in circumstances where those harms were
not adequately apparent to the developers or designers [116]. In both cases of QT and AI,
export controls are considered useful in restricting the most obvious dangers of dual-use
technologies but are inappropriate levers for the more nuanced regulation that dual-use
requires [81, 82, 116–119].

It is in this space that international regulatory bodies – preferably ones that bring to-
gether researchers, institutions, governments and funding agencies – have been suggested
as having utility in dual-use technology regulation [116, 120, 121]. The role of funders is
especially crucial, because these bodies can make fundamental decisions tied to which re-
search receives funding or is prioritised, sending regulatory signals to researchers about
which areas or domains of technology use are considered too high-risk for exploration.
Whilst such an approach might be considered manipulative (i.e., by implicitly nudging
researchers to only research ‘acceptable’ topics), or an interference with academic free-
dom (i.e., to research any topic, no matter how controversial, for the good of the pub-
lic) [117, 118], such interference is justified (some might say necessary) to avoid potential
downstream implications from dual-use technology [18, 90, 101, 103, 122].

One of the challenges in relying on international bodies to do this work will likely be
the lack of rigid enforcement. Export controls, especially in the US, are strongly enforced
– in large part, this contributes to their regulatory character [72, 80]. Lifting dual-use
technology regulation out of national structures and to a transnational level requires tan-
gible punishments for the very small selection of actors who pursue dual-use technology
research for malign ends [5]. When technologies like are democratised, highly interna-
tionalised, and have low barriers to entry, regulations that lack ‘teeth’ are highly unlikely
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Table 2 Summary of the new proposals of “beyond dual-use”

Dual-use technology
should be replaced with a
multi-variate measure of
risk.

Rather than focus on “dual-use” appellations, the focus should be on:
• The “ease of distinguishing military from civilian uses” and
• The “degree of integration within military enterprises and the civilian economy”.

Dual-use should be
replaced with a risk
response spectrum

Universities should focus on “getting to yes”, i.e., encouraging research but subject
to conditions, monitoring, or oversight, to ensure that both ease of distinguishing
military uses and degree of integration can be properly accounted for.

There should be a greater
role for international
standards bodies

Rather than international treaty or national legislation, a supra- or transnational
body could articulate standards that encourage or “nudge” nation-States into
minimum standards or norms of behaviour.

to shift or moderate behaviour [116, 118]. Further, States are less likely to enforce – either
on themselves or their geopolitical allies – regulations that conflict with their national in-
terests [3, 111]. As an example, the US has vociferously fought against international legal
instruments that could constrain the use of ‘cyber-weapons’ (i.e., weaponized computer
viruses and malicious code: [123]) and espionage [124] because this would infringe on or
inhibit US intelligence operations abroad.

This leads on to another challenge in the regulation of dual-use technologies by interna-
tional bodies: asymmetry of regulation. Such asymmetry arises from nation-States press-
ing for regulatory agendas that more broadly reflect their domestic priorities and national
interests [111]. For example, in the realm of international trade law, whilst many nations
may publicly defend free trade agreements, such defence is more aggressive in areas where
their exports are competitive, whilst nationalistically defending domestic markets from
competitive imports [125]. Nation-States may also have other agendas for rejecting in-
ternational moves to regulate or “crackdown” on particular dual-use technologies that are
not always apparent. Again, the motivation behind the reluctance of the US to limit cyber-
weapons development in the 2010s was not immediately apparent until their role (along-
side Israel) in developing the Stuxnet virus was revealed in 2007 [123].

Table 2 summarises the above propositions.

5.2 Further research
This paper has argued throughout that the nomenclature for dual-use technology is reach-
ing the end of its usable life. Although innumerable scholars have (as I have done) used
dual-use technologies as a lens for teasing out the research security challenges from
emerging developments like QT, dual-use technology remains as difficult to define as it
ever was. There are therefore three specific observations I wish to make about future re-
search in this space.

The first is that, as a discipline, research security remains crucially under-theorised, and
empirical data about research security is difficult to obtain. Beyond splashy reports in me-
dia or public court proceedings, most research security incidents remain classified or se-
cret to avoid compromising domestic intelligence, or confidential to research institutions
keen to avoid the reputational damage of public scandals. More work is clearly needed,
perhaps in the vein of assessments of the ill-fated US ‘China Initiative’ (the FBI’s operation
to investigate and prosecute cases of IP theft by predominantly Chinese scholars: [126])
or Australia’s recent Cost of Espionage report [127].

Second, alternative frameworks for dual-use technologies such as those explored here
[90, 99, 111] need further elucidation. One could pose research questions about whether
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Table 3 How new measures might contribute to more robust security cultures at higher education
environments

Dual-use technology
should be replaced
with a multi-variate
measure of risk.

Stronger focus on what the risk is, to whom the risk is posed, and how that risk
should be measured or quantified.
Individual institutions faced with the same level of risk retain the flexibility of
response, i.e., determining how they want to respond to that risk.

Dual-use should be
replaced with a risk
response spectrum

These measures would permit a more graduated response than just the “ban” /
“allow” dichotomy present in current export controls.
Enables flexibility for approaches to be tailored domestically (i.e., intra-State) and
internationally (i.e., inter-State).

There should be a
greater role for
international standards
bodies

The most collaborative approach, this could bring together the widest possible list
of academic and industrial contributors.
There is a likelihood of more academic “buy-in” of standards formulated by a panel
of experts than government, i.e., IEEE, ISO, etc.

frameworks should prioritise competitive effectiveness or economic security, or merely
stick to matters solely relevant to a narrowly-defined “national security”. Others might
suggest closer working connections between export control frameworks and FDI initia-
tives, such that the gaps for dual-use technologies to escape through become minimised.
Yet more questions could be asked about whether a focus on dual-use technologies a def-
inition actually harms cooperation and collaboration, breeding distrust and paranoia in
university research sectors that is anathematic to good progress. Table 3 summarizes some
of the required work.

Thirdly – and what I believe is most important of all – is further establishing work on
scrutiny committees a la Germany’s Security Committees [114, 115]. Given the need for
strict legal regulation of dual-use technologies to be supplemented by a ‘web of prevention’
[106, 120, 121, 128] amongst researchers, institutions, funders and professional associa-
tions, the emergence of Security Committees seems timely. The benefits of such commit-
tees appear numerous, including being able to maintain a careful balance of the necessary
levels of academic freedom and implications for career development alongside potential
reputational damage, legal obligations, and/or harm to the broader public that may arise
from unregulated dual-use research. But questions remain: what role should government
play? Are there circumstances where they should intervene, or should the academy have
the final say about publication? How will scrutiny committees deal with – should the issue
arise – classified information1? Studies could also focus on whether the Security Commit-
tees, embedded within the research architecture of Germany, could be (or indeed should
be) transplanted into domestic legal structures of other nations.

6 Conclusion
There can be no doubt that QT will drive fundamental changes to the existing technolog-
ical landscape and challenge the existing economic and national interests of every nation
on earth. By manipulating or interfering with the very building blocks of matter, it is dif-
ficult to consider any application of QT (whether carrying direct national security risk or
not) that will not cause disruptions to the existing status quo. Although many QT remain
either on the drawing board or at a low technological readiness level [MIT], the sheer pace
of development and innovation in this domain will see new capabilities emerging on an
ever-increasing time scale.

1In the United States, this also extends to the quixotically-termed “Controlled Unclassified Information”.
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This paper has argued that dual-use technology is no longer a viable dichotomy for ap-
plying to emerging critical technologies such as QT. The variation of enabling technologies
which QT will apply to, the significance in differences between comparative jurisdictions,
the lack of precision on identifying what dual-use risk should be the subject of inquiry,
and the impossibility of a precise forecast of QT capabilities and development timeframes
all militate against continuing to consider QT through the dual-use technology lens. That
in turn raises questions for the utility of dual-use technology to apply to, and guide discus-
sions about, emerging technologies more broadly and across national and transnational
lines. Undue focus on ‘shoehorning’ such technologies into one category of dual-use or
another is likely to conceal or obstruct a proper, timely examination of the actual (as op-
posed to the potential or merely fanciful) national security implications of technological
research and development.

QT will obviously shape national security considerations in the conduct of research
and development, and the protection of same through the deployment of research secu-
rity; however, QT will (like other emerging technologies) shape discussions regarding the
proper place of controls for economic competitiveness and foreign policy as well. A coop-
erative and collaborative research enterprise that fulsomely brings together the domestic
infrastructure for sovereign technology development (i.e., government policy, intelligence
agencies, universities and individual academic researchers) is crucial to having those dis-
cussions in a way that best serves the body politic.
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